Hazard Community and Technical College
Windows 7 Wireless Connectivity

Note: Employees can also use these settings for the KCTCS-EMPLOYEE wireless network.

1. Inthe list of available networks choose KCTCS-STUDENT.
a. If you were unsuccessful authenticating to KCTCS-STUDENT
i. Go to Control Panel -> Network and Internet -> Manage Wireless Networks
and you should see the following screen:
ii. You will want to add the profile for this network
2. Click Add on the following Screen and then select Manually Create a Network Profile

f(-\ . :djj] <« MNetwork and Internet » Manage Wireless Networks - || Search Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Remove Movedown  Adapter properties  Profiletypes  MNetwork and Sharing Center l@l
Metworks you can view (29) b
MNetworks you can view, modify, and reorder (2) ~
= KCTCS-STUDENT Security: WPAZ-Enterprise Type: Any supported Automatically con...
L |
- HAZ-EMPLOYEES Security: WPA2-Enterprise Type: Any supported Autornatically con
L WP

3. Enter the following information on the screen
- YR
@ w Manually connect to a wireless network
Enter information for the wireless network you want to add

Network name: [ KCTCS-STUDENT] ]

Security type: WPA2-Enterprise v
Encryption type: AES
Security Key: Hide characters

Start this connection automatically

D Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

‘ Next | Cancel
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4. Click Next
5. Click Change Connection Settings

- O
2 Manually connect to a wireless network
Successfully added KCTCS-STUDENT
# Change connection settings
Open the connection properties so that | can change the settings.
Close

6. Click on the Security Tab.

7. Confirm the screen is configured as shown below. Under Choose a network
authentication method, click the Settings button.
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KCTCS-STUDENT Wireless Network Properties | 29 |

I Securiy

I Security type: IWPn?_—Enterprise ']

Encryption type: l.ﬁES v]

I Choose & network authentication method:
| Microsoft: Protected EAP (PEAP) - [ Settings

Remember my credentials for this connection each
time I'm logged on

’ Advanced settings

[ 0K, ” Cancel ]

Confirm the screen is configured as shown below. Under Select Authentication Method,
click the Configure button.
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Protected EAP Properties 2

When connecting:

[ validate server certificate

Connect to these servers;

Trusted Raook Cerkification Autharities:

Wl &ddTrust External CA Root -

[ Baltimore CyberTrust Root

[7] Class 3 Public Primary Certification Authority
|:| DigiCert High Assurance EV Root CA

[7] eduexch

[] Entrust.net Certification Authority {2043)
[] Entrust.net Secure Server Certification Authority -
4| m | ¢

m, |

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAR v2) "] [ Configure...

Enable Fast Reconnect
[] Enforce Metwork Access Protection
[ | Disconnect if server does not present cryptobinding TLV

[ Enable Identity Privacy

Ok ] [ Cancel

9. Confirm the box next to Automatically use my Windows logon name and password (and

domain if any) is unchecked.
[ EAP MSCHAP2 Properties BE)

When connecting:

il Automatically use my Windows logon name and
password (and domain if any).

| oK || Concel |

10. Back at the Security Tab, click on Advanced Settings
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KCTCS-STUDENT Wireless Network Properties [ =

I Connection | Security

I Security type: [WPAZ—Enberprise ']
Encryption type: [AES ']
I Choose a network authentication method:
[Microsoft: Protected EAP (PEAF) v] ’ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ oK H Cancel ]I

11.Ensure that the 802.1x settings is uncheck. Normally this is unchecked by default.
Advanced settings

802.1X settings  §02.11 settings

|| specify authentication mode:

b4y

0K I Cancel

12.You should now be able to connect to the KCTCS-STUDENT wireless network. If you do
not delete the profile you just create, you will only have to do this once per laptop. If
you still have a problem with the connection, please contact the Helpdesk at (606) 487-
3473.
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